Memo

To: MAC Users

From: Keith Heberling

CC: Frank Juarez

Date: 2/10/2016

Re: Laptop Encryption for MAC’s

Laptop Encryption
Per ITS new policy, this is a document to provide details on turning on file vault for all MAC laptops.
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e Click on security icon

e Set a master password for the computer (this is different than the users password)



e Turn on file vault
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FileVault secures your home folder by encrypting its contents. It automatically
. encrypts and decrypts your files while you're using them.

WARNING Your files will be encrypted using your login password. If you forget your login
password and you don't know the master password, your data will be lost.

A master password is set for this computer. Change...

This is a "safety net” password. It lets you unlock any
FileVault account on this computer.

FileVault protection is on for this account. ( Turn Off FileVault...
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Turning off FileVault may take a while.
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J,’%l Click the lock to prevent further changes.

It will ask the user to create a password to turn file vault on (have them choose something
they remember)

It will take anywhere from 5-60 minutes for file vault to encrypt all the documents

Upon logging into the system now, users will be required to enter the password they created
in the previous step.



